Taking Steps to secure your Network
Helpful tips that will give you

peace of mind
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Securing your Digital Assets

(detailed in the June Edition) or
Trend Mi cr o’ s
Messaging Hosted Security.

Last month we started talking Firewalls & Web activity — a fire-
about Network Security and wall such as Microsoft Internet
what it means to have a Security and Acceleration (ISA)
Security Checklist. We Server will help to improve the These programs sanitise your
recommend taking some time security of the network, allowing email before it reaches vyour
to talk to our Technical Yyou to monitor and block inbound network by removing threats and
Specialists in detail about your traffic. unwanted content and the
[T I BRI\ A  particular needs, but we wanted protection they provide is a real
Year with a strong to discuss some of the general benefit for network defense.
foundation... considerations and highlight a
(OF| [V oo lUMel¥ [ few products that can greatly
special rates on a reduce the risks to vyour
Christmas clean up for g\l
your server.

There are a number of products
that work with a firewall to enable
automatic alarms to sound at Education — The key to a good
given thresholds of attack, and network security policy is that it
graphical user interfaces for is understood and adhered to.
controlling the firewall. ISA Server Informing managers and em-
Virus Protection — We cannot will also enable you to install ployees on company policy
stress emphatically enough the programs which assist in logging means that everyone knows the
importance of a trusted and reporting the internet activity rules regarding usage and there
Contact Us! Anti-Virus (AV) program. of network users. is much less room for ambiguity.
Whether it is home or business, All staff members need to be
Email: a computer system should aware of the things to be wary
definitely have AV installed. of, such as opening unexpected
attachments.

This is beneficial for setting and
maintaining usage policies and
improving productivity.

For business networks, we
recommend a product that will
offer protection not only on the

In addition to a firewall, consider

instaling a centrally managed Security equals stability.
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(clients) and if there is one, N \ya -~ This will block viruses, you in further detail.
the Exchange. We have

spyware, spam, phishing, botnets
and inappropriate content
associated with Web based (HTTP
and FTP) .traffic at the atewae/,
befdre it 2ritefs thé netiork.

installed Trend Micro Client/
T: (02) 8831 8200 Server or Client/Server/
S (ZAREER R YRR Messaging for SMB extensively
at our cust ome
covers all of these network
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Our Offices: components. It is vital to keep Managed Email Filtering — A

your AV in maintenance so that great way to keep email threats

Castle Hill you continue to receive completely off your network is to
Unit 32, updates. In this way you can use an external email filtering Educating your team members is an
7 Anella Avenue ensure you are protected facility such as ExchangeDefender  essential part of maintaining a secure
Castle Hill NSW against emerging threats. environment

Narellan
Suite 1,
320 Camden Valley
Way Narellan NSW Identity Assurance has never been so affordable. Receive $100 off the RRP price of the
AuthAnvil Starter Pack. Includes five hardware tokens and RWW-Guard
Normally $1095, this month only $995! Standard 2 hour installation rates will apply.

Correct Solutions presents Scorpion o)

Protect your server from unauthorised access, install Two-Factor Authentication today!
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Something you have, plus
something you know

Strong passcodes that protect you
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Passwords Suck! Do something about it.

Passwords — before computers they
didn’t really matter did they?
Passwords are the way we secure
many things these days, our bank
accounts, our computers and other
various relationships we have with
associations such as Telstra.
Passwords are inherently insecure
because of the fact that most people
use the same password for many
different things. The pin code they use
on their bank account is often the same
as the house alarm and so on.
Passwords do not often change either
as we find it hard to remember them.
Therefore if someone knows our pass-
word they often have access to much,
much more than we would want them
to.

Ok — so how can we do something
about that? Given that passwords are
the way we access our computers,
anyone who knows our password can
access our information as if they were
us. There is no way to prove that it was
YOU that entered your email password
whilst you were away from the office.
Therein lies the bigger issue — not pass-
words, but identity assurance. How do
we prove that you are who you say you
are?

Two-Factor Authentication is the
answer -— at least for accessing
resources in your business network.

So what is Two-Factor Authentication?
In its most simple form T-FA is created
when two or more factors are combined
to improve the security of a system.

You use T-FA each time you draw
money from the ATM - your bankcard
“somet hing you
somet hing
You may have noticed some banks now
offer one-time tokens that, when
combined with a static password,
greatly improves the security of on-line
banking.  Companies are employing
T-FA to increase the security of their
networks, particularly financial
institutions or those companies that
coll ect their cus
details and other sensitive information.
But, why the need for two or more forms
of authentication?

PINs or passwords are very common,
but alone are considered weak due to
the fact that they are often written down
and left stuck to the monitor or under
the keyboard. More of a threat is the
sophisticated software that is designed
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to capture this kind of information and
can be running on your PC without your
knowledge.

Traditional passwords are a vulnerable
form of authenticat
know who is using them; is it really the
authenticator, or someone else who
knows t he aut hent
The more remote the workforce becomes
and the greater our reliance of online
applications, the bigger the challenge of
authentication.

When vyou add
(such as a One-Time-Password
generated by a hardware token) to an
existing static password, you end up with
strong authentication. It becomes much
more difficult for an unauthorised user to
possess both these pieces of information
simultaneously.

Adding a layer of biometrics, such as a
fingerprint scanner, is another way to
provide Two-Factor authentication. This
type of authentication is suitable in
limited applications, but is vulnerable to
replay; meaning if the biometric
information is somehow compromised it
may easily be replayed, unless the
reader itself is completely secured.
AuthAnvil is a product that Correct
Solutions is heavily involved with. It
provides a Two-Factor Authentication
solution for Windows environments.

So, what would you use T-FA for?

1. Network Device Logon

Providing access to information for
customers, partners and employees
requires a new degree of access control
IPoltN ;o f

al so create new ri
Factor Authentication helps you to verify
that the person gaining access to your
information assets is who they claim to
be.

2. Securing Windows Network Logins
Windows networks are protected by a
single Active Directory password
oredentiaé ’
compromised, an unauthorised user can
access all kinds of privileged and
confidential information. Just think about
the kinds of sensitive information you
store on your network!

3. Securing Virtual Private Networks
The use of virtual private networking
(VPN) allows businesses to provide
remote access to corporate information.

It rthesd ipasswoeda risd

i C

t

A VPN creates a secure tunnel between
the remote worker and the corporate
network via a medium that is otherwise
unsecured (ie, the internet). However, a
VPN that does not use strong
authentication 1isn
all and becomes an easy target for
fdtkerB €eCcause you on’
4. Securing Websites and Web
Applications

Brbr® T cofnpar®y @ Sifelo?-bulifess
applications to the corporate SharePoint
intranet, many businesses have begun
to migrate critical business applications
to the web. Whilst this offers an
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also exposes the company to new online
risks. These risks can be mitigated by
employing strong T-FA.

5. Custom Authentication

Many companies leverage in-house
developed applications to meet
objectives in their business workflow.
These tools and applications typically
grant a great deal of access to
confidential information for those with
passwords; passwords that may in fact
be inadequate for the system! But
adding strong authentication to such
custom applicati ons
they are usually too complex and require
serious overhauling.
supports interfaces that make it
extremely easy to add strong T-FA in
just a few lines of code.

Now the good thing about AuthAnvil is
that when we deploy the solution for you,
we can choose who and what is
protected using T-FA. We can elect to
protect just your SBS Remote Web
Workplace, or just your VPN. If you are
highly security conscious, we can also
elect to invoke T-FA on specific
beéidops-in youFdfficaguiel. | s . VF
Two-Factor Authentication really helps
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identity assurance. Ask us how we can
help you know who you really are.

Contact the editor for more information

Would you like to subscribe or unsubscribe?

If you wish to find out more about any of our

stories or you have feedback regarding our
Newsletter, you can email

Melissa Richardson
mrichardson@correct.com.au

We would love the opportunity to
discuss your IT requirements further.
Please call on (02) 8831 8200
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Happiness is...

Vodafoneds new Dat
Get a massive 5GB for $39 per month

hatds enough t d «
1200 songs, or 30 hours of
video every month!

Prepare for a New Year that has no boundaries...

Vodafone Mobile Broadband lets you work at up to broadband
speed with fast access to your emails, business files and the
internet. It helps you stay connected at almost any time, within
Vodafone coverage areas, making your information as mobile
as you are. Download large files during a critical meeting, get
online when you’ re at a clie
report from a hotel room.

Vodafone Mobile Broadband...
makes mobile working easy.

Contact Correct Solutions now on
02 8831 8200 to find out more about
this fantastic Data Contract and give
yourself an early Christmas present!

Data Card or

Modem Free!

Vodafone Terms and Conditions apply.
Only available on a 24 month contract, on a direct debit payment plan.
Replaces Vodafone’'s previous 2GB for $




